Abstract-With increasingly more businesses engaging in offshore outsourcing, organisations need to be made aware of the global differences in network security, before entrusting a nation with sensitive information. In July 2011, Syn and Nackrst1 explored this topic by analysing seven countries from a wide spectrum across the globe for network security vulnerabilities. The countries selected were China, the United Kingdom, Germany, Russia, India, Mexico and Romania. Their method utilises Nmap and Nessus to probe and test for network vulnerabilities from each respective nation, in order to collect quantitative data for national vulnerability volumes. The Vulnerability statistics collected are of four categories; High, Medium, Low and Open Ports. This paper extends Syn and Nackrst1's work by constructing a more detailed analysis of their results, showing the number of real-world vulnerabilities per nation; the differences between national levels of network security, the ratios of vulnerabilities/IP address; and vulnerability summary rankings. Multiple causal factors are also looked at to quantify the reasoning behind the varying levels of vulnerabilities per nation. This paper concludes that each nation has millions of vulnerabilities of varying amounts, and therefore, each nation differs in network security levels. Mexico and India exhibited the most worrying statistics, with the highest number of high level vulnerabilities/IP address ratio.
INTRODUCTION
With globalisation so prevalent in business today, it is easier for companies to outsource various business processes to foreign organisations. This allows businesses to better focus their core competencies, to be more cost efficient, and to gain technology external to the organisation [1] . Any business process can be outsourced including, call centres, accounting, finance, HR, logistics, and data centres [2] , as well as payroll, internal audits, administration and tax compliance [3] . In 2008, the world Business Process Outsourcing (BPO) market was valued at £228 Billion, with India and China holding 44.8% and 25.8% respectively [4] . Blokdijk [5] states that companies are increasingly looking to offshore outsourcing providers for IT solutions, resulting in the IT sector dominating the outsourcing market with a 28% market share. The Information Technology Outsourcing (ITO) market has grown, and continues to grow year-on-year. In 2007, IT outsourcing commanded a worldwide market growth rate of 10.2% [6] . The uptake on cloud services such as, Software as a Service (SaaS), Platform as a Service (PaaS), Infrastructure as a Service (IaaS), and Desktop as a Service (DaaS) has contributed greatly to these rising statistics. According to IDC [7] , spending on IT cloud services is growing at five times the rate of traditional, on-premises IT, with projected spending on cloud services looking to triple by 2012. Gartner [8] suggests that the global cloud computing market is expected to reach $150 billion by 2014. In the same vein, a recent forecast by Forrester Research [9] predicts that the market size for worldwide cloud services is expected to top more than $240 billion by 2020. But by businesses engaging so heavily in cloud, and therefore outsourcing, so much internal control is given away to other companies, some of whom are located on the other side of the globe. In doing this, businesses are entrusting foreign organisations, and as such, the network security standards of foreign countries, with the confidentiality, integrity and availability of their information. However, organisations have little to no way of knowing what levels of network security specific countries adhere to. With malicious attacks growing in numbers due to readily available tools [10] and vulnerability numbers increasing year-on-year [11] ; [12] , organisations should be able to identify whether the country being outsourced to is prone to vulnerabilities, and whether the country being outsourced to is more or less vulnerable than their own. This poses the question; does network security differ around the world?
To address this question, data collected by Syn and Nackrst1, will be used for the basis of this research topic. The data will be analysed to expose the varying differences (if any) between national levels of network security vulnerabilities. Statistical data of this nature is not readily available, and there is a distinct lack of academic research into this field of study. Major Information Security vendors such as Trend Micro, IBM, Symantec, and CSI go to great lengths each year to document information security levels and trends in extreme detail. Regardless, every year the compiled reports neglect to identify simple parameters such as, whether the servers of one country have more or less vulnerabilities than that of another. The lack of information and research in this area should be a concern. Varying nation's network infrastructure security levels should be a fundamental consideration for any organisation engaging in BPO/ITO.
The remainder of this paper will be constructed as follows. Section two will explain the method used by Syn and Nackrst1 to obtain the vulnerability data. This will include the rationale for country and IP address selection, along with the applications used for reconnaissance and vulnerability scanning. Section three will provide results and analysis via real-world vulnerability statistics, expressed holistically, and in ratio format. The differences in vulnerability levels between countries will also be compared. In section four we discuss possible causal factors which indicate why the statistical differences between nations were recorded. Finally, in section five, we offer our conclusions.
II. METHODOLOGY

A. Country Selection
The countries selected by Syn and Nackrst1 for vulnerability data collection are as follows:-
According to Syn and Nackrst1 [13] country selection was based upon multiple factors. These factors are as follows:
• A varying selection of top outsourcing countries.
• Countries that are most affected by cybercrime.
• Countries that produce the most malware.
• Countries that host the most malicious files.
• Gross National Income.
• Diverse range of cultures.
• Political situation of a nation.
B. IP Address Sample Size
The IP data for each chosen country was downloaded from www.countryipblocks.net in Classless Inter-Domain Routing (CIDR) format. Because of the national differences in IP address allocation, an unbiased method that allowed for percentile data gathering was used. 0.001% of the total IP addresses from each country were identified for availability, i.e. actively being used. 10% (0.0001% of the total IP addresses) of this sum were tested for application vulnerabilities. By utilising this method, a manageable sample size was attained. Table I lists the IP population and sample sizes for each nation. Syn and Nackrst1 ensured that the experiment was conducted within a controlled environment, and with strict parameters as to who had access to the data. This ensured that the authenticity and integrity of the data remained intact and uncompromised.
C. Host Discovery and Selection Process
Host discovery and selection is a five stage process:
1. Obtain network list for a specific country 2. Networks are separated by their CIDR prefix 3. Networks are selected from each prefix group at random and then probed for active IP addresses via the port scanning tool NMAP [14] . 4. All alive IP addresses are pooled and mixed together 5. 10% of all active IP addresses from the required pool are chosen for vulnerability testing. Each IP address is selected at random to ensure unbiased results.
The network vulnerability scanner Nessus [15] was used to scan the IP addresses for vulnerabilities. Nessus organises the vulnerabilities for any given IP address into five categories; total vulnerabilities; high level vulnerabilities; medium level vulnerabilities; low level vulnerabilities and open ports [16] . Nessus maps all vulnerabilities with a Common Vulnerability Scoring System (CVSS) equal to or greater than 7 into a "High" severity, 4 to 6.9 into a "Medium" severity and lower than 4 into a "Low" severity [17] . The same five categories have been used for this study.
III. RESULTS
The results gathered via the method detailed in section two show four key pieces of information. Firstly, the total vulnerabilities for a specific country is shown. Secondly, the amount of each vulnerability type found in the total IP addresses for a given country is expressed as a percentage (rounded to the nearest %). Thirdly, country vulnerabilities are expressed in millions after reverse engineering the percentile method used to collect the data. Fourthly, the vulnerability to IP ratio for each of the five vulnerability categories is stated. 
H. Country Comparisons
Four facts become apparent when analysing the results of the survey. The first, every country has vulnerabilities in all categories (which we would expect). The second, the amount of vulnerabilities varies between all countries. The third, when extrapolating the sample size to the IP population size, the amount of vulnerabilities each country is susceptible to, is in the millions. The fourth, whilst China's sample size was the largest of all countries tested, it consistently had the least amount of vulnerabilities per IP address in every vulnerability category; Russia (mid table sample size) exhibited similar tendencies, consistently having the second lowest amounts of vulnerabilities per IP address.
A distinct pattern can be observed when overlaying the plotted line data for all countries vulnerability to IP ratio categories (Fig. 1) . 
IV. CAUSAL FACTORS
A cause-and-effect analysis is used to identify relationships between a problem and its causes [18] . This technique has been used to identify four key areas of possible global influence: People, Political, Economic and IT Governance (Fig. 3.) . 
A. People
The Human development Index (HDI) ranks countries based upon a summary measure of human development [19] . HDI has been used to gauge the overall levels of education, certification and knowledge for a particular country (Fig. 4. ).
Comparing the results from the HDI to the vulnerability volumes, does not lead to a direct correlation. China, the UK and Germany show a similar score (0.849 -0.885), as do Russia, Mexico and Romania (0.719 -0.767). A similar pattern cannot be observed in the vulnerability results. India scores the lowest on human development. This does not correlate with a similar pattern in the vulnerability data.
B. Political
To analyse whether or not political influence, political freedom and corruption share relationships with the vulnerability volumes found in this study, data was extracted from two sources and presented in a graphical format in figures 4-8. Firstly, Freedom House ranks every country in the world by political rights and civil liberties and assigns it a value. It also provides three classes of status, free, partly free, or not free [20] . Secondly, the Corruption Perception Index (CPI) ranks countries based upon their documented levels of corruption (the lower the ranking, the more corrupt). The Freedom House ranking scheme for political rights and civil liberties scores countries using a method that is inverse to the rest of the results shown in this study (i.e. the higher the score, the least politically free). These figures have been inverted to facilitate analysis. For example, the number seven is now the number one and vice versa, with the number four staying the same. This will not affect the accuracy of the results.
The Freedom House political rights and civil liberties scores show that China and Russia have less political rights and civil liberties than the other countries. Freedom House also states that China and Russia are not politically free. One trend that was similar throughout all of the vulnerability results was that China and Russia consistently scored lower in every category. This same trend is apparent in all political figures, 5 -8. As established earlier, a clear pattern had emerged throughout the all categories of vulnerabilities. Fig. 9 shows a comparison of the patterns from the vulnerability and political results.
C. Economic
Gross Domestic Product (GDP) gauges the health of a country's economy. GDP is the total amount of goods and services produced in a single year [21] . Gross national Income (GNI) per capita, measures the average annual income of a single person per nation. Purchasing Power Parity (PPP) adjusts GNI per capita to compensate for the cost of living [22] . These factors have been looked at to determine any relationships with the vulnerability results ( Fig. 10 and 11 ). Both GDP and GNI per capita do not share any similarities with the vulnerability results. The GDP statistics highlight strong annual growth for both China and India. This is not reflected on any of the vulnerability charts; in fact, neither country shares a single commonality. GNI per capita is low for both China and Russia and high for the UK and Germany. However, for the same vulnerability pattern to emerge, India, Mexico and Romania would also have to be high. Instead they dip lower than Russia which is inconsistent with the vulnerability data. 
D. IT Governance
PricewaterhouseCoopers [23] emphasise key facts regarding Asia, South America and Europe vis-á-vis information security. Asia is set to lead the world in information security through constant investment regardless of the economic climate. Vigorous security strategies which focus heavily on client requirement and data protection are being pursued, with far more emphasis on strengthening governance, risk and compliance capabilities than any other continent in the world. Europe on the other hand trails other regions in most areas of information security. Europe has the lowest responding figures to protecting sensitive customer information, Instead, placing a higher priority on the economic climate and the short-term impacts it has on information security. Showing a far more conflicted focus, South America is most likely to drop security initiatives or cut security budgets for other non-related business areas, ultimately highlighting financial caution. These key statements from PricewaterhouseCoopers are certainly reflected in the findings from this study. The results indicate that China is the most secure of the countries tested for vulnerabilities. Mexico, Romania, Germany and the United Kingdom all indicate high amounts of vulnerabilities, which is also reflected in PricewaterhouseCoopers findings. Nevertheless, this does not account for Russia or India. Parts of Russia lie within Europe; however, they have the second lowest amounts of vulnerabilities. India is part of Asia, yet has the second highest amounts of vulnerabilities. These two statements go against the findings from PricewaterhouseCoopers.
V. CONCLUSION
This research specifically looked at four levels of vulnerability (high, medium, low and open ports) pertaining to seven of the main IT outsourcing nations. The purpose of this was to identify the reality that organisations are faced with when outsourcing to foreign entities. With globalisation easing the restrictions placed upon international business, more and more organisations are looking to offload business operations via BPO and ITO to other countries. However, all countries exhibit millions of vulnerabilities, vulnerabilities that can be exploited in minutes. Historically, malicious attacks upon networks and network devices were sparse. The orchestration of an attack was complex, time consuming and took a great deal of skill and knowledge. Today, penetrating a valuable system is made easy using tools that are readily available on the Internet [24] . Within hours, and with little to no knowledge, malicious individuals with limited technical understanding can be exploiting vulnerabilities within systems that carry sensitive information. India is the most popular BPO destination in the world, commanding 37-45% market share, yet three out of every four IP addresses on average is susceptible to a high level vulnerability. Mexico is a popular outsourcing destination for the United States. However, on average, every IP address in Mexico has the potential to carry a high level vulnerability. Businesses also outsource to other organisations within the same country. A UK business outsourcing domestically must take into consideration that a UK IP address can carry three medium level vulnerabilities. These statistics indicate that information may not be safe. It is questionable how companies partaking in any form of outsourcing can ensure that the confidentiality, integrity and availability of sensitive information remains preserved.
The results show that countries have varying amounts of vulnerabilities in all categories, high, medium, low and open ports. Table 2 ranks each country in the order of most amounts of vulnerabilities per IP address for each vulnerability category.
Four areas have been looked at to determine the root cause of the differing amounts of vulnerabilities between countries. Two possible theories emerged from the root cause analysis. Firstly, IT Governance, showed similarities between the regional levels of IT governance and the differing levels of vulnerability across the world.
For example, PricewaterhouseCoopers [23] identified that Asia has focused their resources on achieving the highest levels of information security maturity, and the results from this study indicate that
